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Overview IPv6

Apa itu IPv6 ?

v'Disebut juga IPng (IP Next Generation)
v’ Panjang bit 128 bit

v'Banyak IP yang tersedia 2128 = 3.4 x 1038

v Pengganti IPv4 dengan permasalahan dasar
“alokasi IPv4 yang mulai habis”

v’ Direkomendasikan IETF dengan RFC 1752
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Pengalamatan IPv6

Panjang 128 bit dituliskan dalam bentuk hexadesimal
yang masing-masing terdiri dari 16 bit yang dipisah

o ”

dengan tanda titik dua “ : 7, contoh =
3FFE:501:4819:2000:210:F3FF:F303:4D0

Contoh penulisan yang lain

3FFE:0:0:0:201:F3FF:F303:4D0 dapat ditulis
3FFE::201:F3FF:F303:4D0

0:0:0:0:0:0:0:1 menjadi ::1
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Alamat IPv6 —Unicast Address

e Link-Local Address (fe80::/10)

— Used to communicate between other ipv6
interfaces in the same network link.

— hanya valid pada single link.
— Auto assignhed
— Tidak dirouting di Internet.

*Global Address
— Dapat dirouting ke Internet



NAt<trOT sk

IPv6 Addressing —Global Unicast Address

e Global Routing Prefix ( 48 bit )
— Alamat site, contoh. 2404:1b8
— Didesain oleh struktur hirarki dari RIRs and ISPs

e Subnet ID ( 16 bit)

— Nomor identifikasi subnet dalam site

— Digunakan admin untuk membuat struktur
internal jaringan sesuai kebutuhan.

e Interface ID ( 64 bit )
— |dentitas unik dari interface tertentu ( host )
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Perbandingan Header IPv4 dan IPv6

Version| IHL |Type of Service Total Length
4 bits | &bt B bets 16 bit=
16 hits 4 bits 17 bit=
T ol Header “Header Checksum
B bits 8 bits 16 bits
Sounce Addinecs
32 bits
[estination Address
32 bits
_Iqﬁhﬂ

] —= [ ] =enhanced in ipve
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Wersion

=5

Lbits |

-
1

S LErol

v

Payload Lengsth Next Header Hop Limits

16 bits

B itz & bitz

Destination Address
12E bits
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IPv6 Autoconfiguration

e Menggunakan Link-Local untuk berkomunikasi
dengan perangkat lain dalam link yang sama.

eSupport Plug and Play

etidak ada manual configuration pada client side
eMinimal router configuration

eStateless — tidak membutuhkan DHCP server

e Statefull — membutuhkan DHCP Server
(berjalan pada DHCPv6)
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Fitur IPv6 dalam RouterOS

e MikroTikIPv6 mendukung (RouterOS v3.x / 4.x):

— static addressing and routing;

— router advertisement daemon (for address
autoconfiguration)

— dynamic routing: BGP+, OSPFv3, and RIPngprotocols
— DNS name servers;

— 6in4 (SIT) tunnels;

— telnet, ping and traceroute;

— web proxy;

— sniffer and fetch tools;
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Fitur IPv6 dalam RouterOS

e Fitur yang tidak didukung RouterQOS sbb:
— DHCPvV6;
— all PPP (Point-to-point protocols);
— |PSEC;
— SSH, FTP, API, Winbox access;
— queues;
— automatic tunnel creation;
— policy routing;
— multicast routing;
— MPLS;
— torch, netwatch, bandwidth test dan tools lainnya;
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Setup IPv6 di RouterOS

= nico@®172.16.13.1 (IlvE-Instruktur) - WinBox v3.30 on RES 32 (mipsle)

K| |
Interfaces
Wirsless
Bridge
tiesh
FPF

o
= -
a

001012 Memary:

Package List

Mame Version

B outeros-mipsle 330

Filez Clock & advancedt . 330
Log Cancl Shopa 330
Radius Drivers Sipvb 330
tost " Heath gﬁﬂmﬂ 3
Mew Terminal Histomy

take Supaut.nf Identity gw :g
M anual License & system 330
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http://ufoakses.net

T Qdﬂe) Disable Uninstall | Unschedule Downgrade:

Buid Time  Scheduled -
Sep/14/2009 132352
Sep/14/2009 1418:22
Sep/14/2009 14:18.36
Sep/14/2009 14:21:22
Sep/14/2009 14:21-15
Sep/14/2009 141850
Sep/14/200914:21:56

Sep/14/2009 14:20:37
Sep/14/2003 14:18:28
Sep/14/2009 14:18:09

|| Sep/14/20091421:29
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Workshop !

o Aktifkan fitur IPv6 di router masing-masing.
* Reboot router anda.
e Pastikan fitur IPv6 apakah sudah aktif.
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Static Addressing

=

NicE1T2.16.13.1 (IPvE-Instruktur) - WinBox v3 30 ot

o Ca

Interfaces

wireless
Bridge:

A adius

Tools

Meve Terminal
M ake Supout.nf
4 arwal

E wit

IPwis Address List

Addiess Inteiface

2 P Toarweed !
G < 2404:170::251-a6/126 st

2 1P wWhreless
G P 24041 70 el /64 wian
DL =P fe8:ca3Sid03 il
DL 5P fef0:20c 421 fe0%c903... etherl
DL |55 feB0: 20c: 426f-fel: o ether3 1
DL P fel0: 212 fclffe05cd/6d wilan

http://ufoakses.net
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Static Address by Console

ipv6 address add address= 2404:170:dead:dead::1/64
interface=wlanl advertise=yes

[nico@IPv6-Instruktur] > ipv6 address print
Flags: X - disabled, | -iinvalid, D - dynamic, G - global, L - link-local

# ADDRESS INTERFACE ADVERTISE
0 G;;; IP Tunnel !
2404:170::251:a:6/126 sitl no
1 G;;; IP Wireless
2404:170:dead:dead::1/64 wlanl yes
2 DL fe80::ca35:fd03/128 sitl no
3 DL fe80::20c:42ff:fe09:c903/64 etherl no
4 DL fe80::219:fcff:fe05:cd/64 wlanl no
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Workshop |

e Tambahkan static ip address
IPv6e

2404:170:dead:dead::1/64
pada.router.

e Tambahkan staticip address
IPv6

2404:170:dead:dead::2/64
pada Laptop.

 Cek ping dari laptop dan
router !

&

2404:170:dead:dead::1/64
Interface=etherl

@

2404:170:dead:dead::2/64

http://ufoakses.net
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Static address di XP

e Install IPv6 di CMD

 Dapat menggunakan netsh tool untuk membuat
statik address di XP.

e netsh
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* Interface ipv6 add address “Local address
network” 2404:170:dead:dead::2

* exit
Bl Cormmand Prompt

Microsoft wWindows XP [Version 5.1.2600]
(C) Copyright 1285-2001 Microsoft Corp.

c:%RooT=ping yahoo.com

Reply from 69.147.114.224: bytes=32 time=27Sms TTL=49

Ping statistics for 69.147.114.224:
Packets: Sent = 1, Receiwed = 1, Lost = O (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 275ms, Maximum = 275ms, Awerage = 275ms
Control-C
Az
c:nRooTaipwve dinstall
Installing...
succeeded.

c:RooT=

urFioiKsEs  MikroTik Workshop IPv6
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Pinging wahoo.com [69.147.114.224] with 32 bytes of data:

- 0O x

16
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Network Discovery Protocol ( nd )

Menggantikan fungsi ARP di IPv4.
Bertanggungjawab pada penemuan node lain

dalam lin
Menentu
Menemu

<.

<an alamat link layer node lain.

Kan router lain.

Mempertahankan reachability informasi
tentang jalur aktif lainnya pada node tetangga.

Digunaka

n dalam alamat autoconfiguration.
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ND Protocol di RouterOS

nico@l72.16.13.1 (IPva-lnstruktur) - WinBox w3.30 an RES 32 (mipsle)

e

Interfaces
wireless
Bridge

tesh

PPF

IP

IPvE

Routing
System
Queues

Files

Liog

R adius

Tools

e Terminal
M ake Supout.nf
fdarual

E =it

sEs MikroTik Workshop IPv6 /\7.

= 7 7 7

01:26:55 Memory: 16.8 MIB CPU: 4%

v Advertise DMG
M anaged Address Configuration

Other Configuration

http://ufoakses.net

; Wireless Tables
Interfaces  Mstreme Dual  &cocess List  Fegistration  Connect List | Security Profiles
L = | T
Mame Type L2 MTL Tx A= TuPac.. RxPac.. T« Drops Rx Drops Te Emors Be Ermors MALw
R S wlan \wiireless [Atheros ARG, 2an4 Obps Obps 0 1] 1] 0 0 0 00:15:F
_e Meighbor Discowery
Interfaces  Prefises
+ = v x T
Interface R Intere... RA Dela.. [ MTU Feachabl.. Retranzmi.. RA Lifeti.. Hop Limit  Adwertize MAC A Adwvertize DMS
‘wlan 200-600 3 1800 yes yes
. MD <mlanls e
Interface: ¥
R Interval: | 200-800 5 Carcel |
Ré Delay: 3 £ | Apply |
MTL:
Dizable |
Reachable Time: b |C—|
Op!
Retransmit Interval: - g
Remowve
Fa Lifetime: 1800 - g
Hop Limit: hd
W Advertise MAC Address

I.
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— telnet 2404:170::251:a:6/

Bl Telnet 2404:170:251:2:5

Ufoskses w3.30
Login:

E B8

Motepad++ ManageEng...

. lﬂ Drawinglo - . @ ipvE.indo net. & untitled - Paint 0 Metwork Con

http://ufoakses.net

[E nico@l72.16....

Remote akses RouterOS

e Hanya berlaku dengan metode telnet

Desktop

g @ =iamam

19
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Workshop |

* Pinglah router anda dengan IPv6 yang telah
dibuat.

e Gunakan telnet untuk remote akses ke dalam
router.

 Explore router dengan metode CLI
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Metode Transisi IPv6

e Dual Stack

http://ufoakses.net
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e

Interfaces
Wireless
Bridoge

Mesh

FPP

IP

IPvE

FRouting
Syztem
Husues

Files

Log

Radiuz

Tools

MHews Terminal
Make Supout.nf
Manual

E =it

i )

nico@l72.15.13.1 (IPvS-Instruktur) - WinBox w3.30 on RES3Z imipsle)

Create Tunnel Interface 6to4

00:39:44 Memory: 16.8 MIE CPU:

Interface  Ethermet

+v-

M ame

R #retherl

4% cther2
A 415 etherd
B 4baitd

G wlani

General  Traffic

I arne:
Tupe:
MTL:

L2 MTL:

Local Address:

FRemote Address:

Interface List

EclP Tunnel [P Tunnel WLAN  YRREP  Bonding

=it
Etod
1480

v ® & T

Type

Ethermet

Ethermet

Ethemet

Btod

Wwireless [Atheros ARB.

Interface < sitl=>

202532533

202.53.251.195

L2MTL Tx

1600
1600

1600 283 kbps

2304

http://ufoakses.net

Obp: 28kbps
0 bps 0 bps

0 bps 0 bps
0 bpz 0 bpz

| Cancel

' Apply |

| Disable

| Comment |
C':.'F'E'j

T« Pac... RxPac... TeDropz

oo m oo

Y e e P

oo o oo

m

22
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Tambahkan IPv6 Address

Make Supaout.rif
b anual
Exit

http://ufoakses.net

= nico@172.16.13:1 (IPvG-Instruktur) - Winox v3.30 on RBS 32 (mipsie)
Cotile'] 00:4c

Interfaces
Wireless
Bridge
kMezh
PPF
E [

(e )
FHoing I
Spstemn [
i IPvE Address List a
Oueues '
Files T

Addresz abarface Advertize -
Log . e 2404.170.251.26/126 o
Radiuz o fell:cals fdi3 no
Todks I o fel0: 200 421 fe09c903...  etherl no
o felil:: 20 42 fe03:cO05... etherd no

Mews Terminal o fell: 21 Seictffe0Scd B4 wilan no

23



Ow sk

-
(e

urepi<csEs  MikroTik Workshop IPv6  /\7.

5 i_ﬂ!

Gateway IPv6

nicoéi?é,iﬁ,ia_l (Iﬂﬁ—lnsu-ukmr:l - win.nox ¥3.30 on iznsaé {mipsie) e é G
Ca 0:23:03 Memoany: 17.3MB CPU: 1% Hide Password: [l (-
Interfaces
Wireless
Bridge M IPv6 Route List
Mesh
FFPP =] []i5e] ()|
_ Destination Gateway Interface Distance
= o DAC P 2404:170:dead dead: /64 wiant ]
@ r DAC P2404170:-251:a41286 st 0
s rn Asl P (240477025185 s i
il Route <::/0>.
Queues B
Files
1
Log
Radius n 2404:170:251:a5
Tools !
Mew Terminal
Make Supout,rif
M ariial
Exit
active shatic ‘unicast

http://ufoakses.net
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1 O
S e

Intertaces

Wireless

Bridge

Mezh

PEP

Flouting

Systern

Queues

Files

Log

A adiuz

Tools

Mew Terminal |Pzec

Make Supout nf Meighbiors

Marual Packing

Euit Pool
Routes
SHMP
Senvices
Socks
TFTP
Traffic Flow
UPrP

DNS IPv6

nico@172.16.13.1 (IPvE-Instruktur) - WinBox v3.30 on RB532 (mipsle)

01:26:25 Memary: 17.2 MIB CPU: 1%

Primay DMS:  2404:170:32:2
Seconday DNS: 0.0.0.0 Cancel
Allow Remote Requests |_M
Max UDP Packel Size: 512
Cache Size: 2048 KiB
Cache Used 5

0 ttems

http://ufoakses.net 25
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Contoh Dual Stack !

51 s Sddres L

*| =i [o]ls] e ¥
Bddrmss | e

G gr2404 168 30000 ahod B4 ahar?

OL el 20c 43 f 10F104  wien]
0L  SPledl 20c.dMfzlebich . etherd

" [Bmadcgm
;::I'-:I*.*_lpin:!'rmrll_:
135165 50.1/24 195165500 19516550255  wan!
WA TAR1ENIT MZI4E1.IE 2 WEIE  ethed

[3imin@C-FET2IC] » ping. 2001:dc0x2001sk: 460822115
Z0015de0: 200 : b4 608: 115 64 byte ping: ttl=5d bime=12Z6 ==
';'EEEI.'I:I,::I:I:EE-DI‘.']::{EIJE::115 b+ bfte ping: tti=52 Time=423 mA
2001 zdef 200 ibidb08::115 64 byte ping; tol=52 tipe=427 mn
3 pachets transmitted, ¥ packets cepeived, 08 pack=t lo==
round-trip pindavgiEax = $237425.374927 ma

[2dnin§B—ET;IL] = pibg 21623906L.104

(El6.239.6L. 109 BY byne plng: TTl-243 time=I4 ma

SFLE 29961 104 64 byte ping: ttl1=24% Eime=1Z m=

felF, 250,60 109 64 ByTe pings ©hl=3493 time=3F mu

3 packets trenamitted, ¥ packets veceived, 0% packst lo=a
round-LELR Bin/avg /rax = 12721,5/2% xma

[mdwinfc-HET:1L] > |}

http://ufoakses.net
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Akses Browser !

@ Eruin Wieb Site;. - Moz Ao
e Edit Yiew Higtory Bookmwk
@ [ howf12404170:253. 281 [[p]) G
B Cetting Started [ Latest Headlines
1| Ervin#eb Site:. ] =Ervin Web Sites. (5] -
P Wireléss Network Connection Stamus 88

- Connaction
Status:
Network: = \
4 - e
D ation: )z - a
Spead 1080 Mbps: -
Signal Stienghh uill :
sk
ﬂm 4y h Y F
lill 5 N W Comrian Bt _Ox
¥ - AR = -
. ecsived T 2 Description & « « & 4+ & &« o &+ + & Realtek RTLE169/E110 Famly Gigabit
& - F A / Ethernet KIC #
= f Phy SiCabeMFEEE, . . . . . . . . !
Packedx 1.3% B2 rnet adapter Wireless Network Connection:

Connection=specific DNS Suffix . : ipwd.postel.go.id
Desceipfion o o « « o o T : Atheros Wireless Network Adapter

Physical Address. . . . . 1 00-0C-42-0C-CA-09
Dhcp En?hled. e e G 1 Yes

F " Y G S Auto it Enabled . . . . : i

(Fraperes) (Disaie ) (Vi ress hewors ) b R 5 SO
Subrnet Mask - .« .. 0 v v e ) 2550255.255.0

IP Address. . . . . . 0 .. . . 1 24D4:170:dead:dead (b7 16762 :bOSO :Eba
v oawd wow s e e 24040170 rdead idead :20c;

(_Glose ) TR

9
12fad¥ress .......... , - T 1felc 1caloue
¥ & thas sile Default Gateway « . « v + v « 1 172,16:255.1
R B Fedd::20b FcFfifefo zdins
DHCP S6rver o o o o on o o0 o o 3 1F2,16.255.1
DHS SErvers « &« « s+ s « » s =+ 1 202.159.32.2

fec:0:0:FFFF: 110
feoh:0:0:FFff:2%1
fech:0:0:ffffii3%1 L3

Dane

http://ufoakses.net
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Native Network !

) - 2L
2404:170:dead:dead::1/64
Interface=wlan1

2404:170:dead:dead::3/64
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e Jaringan Yang terhubung langsung dengan backbone IPv6

http://ufoakses.net 28



Study case !

Wireless Mesh

2404:170:dead:dead::3/64
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Solution !

Native network

Stateless configuration

Create Wlan & WDS

Create Bridge

Enable RSTP

Menggunakan IPv6 Addressing
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Thank You !

Sgzao sy AL AOYSHIOM NILODIIN SISOV



